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POWER & PROTECT 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Search Dashlane

All Spaces

Logins

Passkeys

Secure Notes

Personal Info

Payments

IDs

Secrets

Sharing Center

Security Tools

Password Health

Dark Web Monitoring

VPN

Collections

Administration

Finances

Marketing

Add new Share View history

Name Category Last Used

acer.com
danielle@gmail.com

Tech 3 years ago

adobe.com
danielle@gmail.com

Business 3 weeks ago

airbnb.com
danielle@gmail.com

Travel 6 days ago

dropbox.com
danielle@gmail.com

No category 2 days ago

americanairlines.com
danielle@gmail.com

Travel 4 months ago

americanexpress.com
danielle@gmail.com

Banking 5 days ago

appannie.com
danielle@gmail.com

Business last year

apple.com
danielle@gmail.com

Tech a few hours ago

asana.com
danielle@gmail.com

Business 2 weeks ago

asos.com
danielle@gmail.com

Shopping 3 months ago

Dp!wN$3F8DpzzQRi?

Use generated password

! Dark Web Alert
Your data may have been involved 
in a breach.

Anna shared a login with you
Dashlane 2m ago



Power & Protect Your Business

Dashlane is the most secure password and access management app, making logins and authentication for your 
employees safe and simple. In the digital era, it’s imperative to protect your business from the dangers of storing data 
online, as a single weak password puts your entire company and customer information at risk. With our universal app, 
passwords and data sync securely to all authenticated devices, including Mac, Windows, Linux, Chromebook, iOS, 
Android, and on the web.


Dashlane is the only credential manager designed for easy use by both technical and not-so-technical people. 
Onboarding is painless, secure sharing of company logins is simple, and autofill and auto-login keep team members 
working faster and more efficiently.


When you create your account, you’ll be asked to set a Master Password—the encryption key used to unlock the 
account. Dashlane never stores or transmits your Master Password, which means only you can access your vault, even 
in the unlikely event of a server breach. Our patented security architecture coupled with built-in, two-factor 
authentication, means you can rest easy knowing your data is safe. Please note, if you've enabled single sign-on, 
employees access Dashlane with their organizational credentials instead of using a Master Password. 

Introduction to Dashlane 

Core Features

Confidential SSO & Provisioning  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Dashlane’s patented security architecture ensures 

your passwords and other data are secure and 

accessible to only you. You can easily save passwords 

as you browse the internet with the Dashlane 

extension. Credentials stored in your account must 

contain an email address or login, the password, and a 

website URL. If you want to organize your credentials, 

use the default categories or create your own. 

Passwords are encrypted locally and synced between 

an unlimited number of authenticated devices, so you 

can access your passwords anywhere.

Confidential SSO & Provisioning allows you to deploy 

Dashlane across your organization and enable 

employees to access their Dashlane vaults with a 

single SSO credential. It seamlessly integrates with 

your Identity Provider (IdP) and allows you to automate 

Dashlane user provisioning, deprovisioning, and 

management. Confidential computing creates a 

trusted space for processing sensitive information, 

preventing unauthorized access or tampering, 

and ensuring sensitive information remains encrypted 

—even during processing in cloud environments.

Secure Notes Group sharing

Secure Notes are an easy way to store or share 

sensitive information. Start a blank note or use a 

template in the web app, and share privately or 

encrypt with a password for personal use. Secure 

Notes automatically sync across all your devices for 

handy access. 

Employees have the ability to share credentials and 

Secure Notes among set groups, such as specific 

departments or teams. Admins have the ability to 

disable sharing in the Admin Console settings.

credential manager



Your Dashlane Business trial or paid plan provides admins with 
an Admin Console, where they can configure policies and 
settings and manage and monitor users. Admins can add/
remove users, monitor Password Health scores, and enable 
custom features and policies. Accessing the Admin Console 
requires device authentication, the user’s Master Password 
(used locally), and admin status.


Admins can change other users on the plan to admin status 
from the Admin Console. Before adding members to your plan, 
you should become familiar with the available policies in the 
Admin Console. Navigate to the Settings tab to view available 
options, which are detailed below.

Access the Admin Console at 

 console.dashlane.com

3

To start a trial, go to 

dashlane.com/business

Power & Protect Your Business

Navigating the Admin Console

Dashboard

Users

Groups

Activity log

Settings

Security Tools

Dark Web Insights
Upgrade

Account

4/6 Upshift users onboarded

Buy more seats

Your company Password Health Score

86.2%

Search

Active users Pending invites Revoked users 1-4 of 4 users Add new

Email Passwor�� Log�� Safe Weak Reu�� Co�� Last activity Rights

camille.reynaud@upshift.com 54 4 1 3 3 3 Yesterday Member

isabelle.hawkins@upshift.com 99 73 71 2 0 0 4 minutes ago Admin

martha.dawson@upshift.com 99 56 55 1 0 0 5 minutes ago Member

oscan.khan@upshift.com 100 243 243 0 0 0 1 minute ago Admin

1 2 ... 23
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Power & Protect Your Business

Reporting dashboard

In the Admin Console, you’ll also be able to access your reporting dashboard. The dashboard’s centralized 
view gives you unprecedented visibility into your company’s password security and the ability to track 
improvements over time. There, you’ll receive actionable insights on your employees’ Password Health scores 
and be able to help at-risk employees update their weak, reused, or compromised passwords.


This means that not only can you assess employees’ password hygiene right now, but you can also better 
demonstrate to company leadership the effectiveness of strategies and tactics to bring your organization’s 
habits in line with best practices.


We recommend aiming for a company security score of 90 or above. It might take some time to get there, but 
don’t fret. Start by checking in with users weekly and encourage at-risk employees to update their 
passwords. Before long, you’ll start to see your company’s score rise and have to check in with employees 
less frequently. 


Dashboard

Users

Groups

Activity log

Settings

Security Tools

Dark Web Insights
Upgrade

Account

Password Health Score

86.2%
Compromised passwords

122
See details

Seats taken

420/500
Buy seats

Pending invitations

86
Resend invitations

Password Health Score details

Company score over time Last 7 days Last 30 days All time

100%

50%

0
Dec. Jan.  

2020
Feb.Jul.


2019
Aug. Sep. Oct. Nov.

Password Health Score

86.2%
Total logins

5,177
Safe 

3,934
Weak 

823
Reused 

520
Compromised

122

Dark Web Insights

DomainName

132
Security incidents

20
Emails affected

2
Suggested invitations

View insights
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Add your company’s email domain(s) to the Admin 

Console to enable Dashlane to force users’ company 

credentials matching the domain(s) into the Business 

Space. When credentials are saved in a user’s vault, 

admins can view details about those passwords, 

including the Password Health score and breakdown 

of safe, reused, weak, and compromised passwords—

but never the actual passwords.

Enable this setting to log out users when they’re 

inactive for a designated period of time.

When this setting is toggled on, users have the ability 

to share passwords and Secure Notes with other 

Dashlane users. Disabling sharing will prevent any new 

shares from being sent; however, previously shared 

items will remain.

Add Company Domains

Automatically Log Out If Inactive 
for a Designated Period of Time

Secure Sharing for Passwords and Notes

When enabled, Dashlane will automatically lock 

after exiting the iOS or Android app, requiring the 

user to log in again.

Auto-lock on Exit

REMOVE ACCESS FOR REVOKED USERS

When an employee leaves your organization, they 

shouldn’t leave with work passwords. When a user is 

revoked, Dashlane immediately removes their access. 

If a user is added back to your plan within 30 days 

after being revoked, access to the vault is 

immediately restored. Otherwise, 30 days after being 

revoked, the user’s vault and its contents are 

permanently deleted.

To add users, go to the Users tab in the Admin Console 

and click the Add users button. Add users’ email 

addresses one by one or by importing a CSV or TXT file. 

Then, click Send invites to email users their invitations.


Users will receive an email inviting them to your 

Dashlane Business plan. When they accept, they’ll go 

through the account creation process which will have 

them create a Master Password and download the 

Dashlane app. Employees will appear as pending in the 

Admin Console until the invitation is accepted. To 

resend an invite, to change a user to an admin, or to 

revoke a user, click the ellipses by their name and make 

your selection.

Managing Business Plan Members

Dashlane Business supports the SAML 2.0 protocol to 

help admins add team members to their account. 

Compatible with most SSO Identity Providers (IdP) such 

as Okta, ADFS 3.0, Microsoft Azure Active Directory, 

Centrify, and more, Dashlane ensures admins have an 

easy, secure way to provision colleagues to their 

Dashlane Business account.

SAML Provisioning

Configure your account

Power & Protect Your Business
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Power & Protect Your Business

Single sign-on (SSO) allows your users to sign in to 
their Dashlane vault using their SSO credentials 
instead of a Master Password. Dashlane supports all 
SAML-based identity providers, including OKTA, 
ADFS, G Suite, and Azure AD.  



To maintain our zero-knowledge security architecture, 
Dashlane leverages Dashlane's SSO Connector to 
authenticate users. When a user attempts to sign in 
using SSO, the user is redirected to the SSO 
Connector, which federates to the identity provider. 
After the user successfully signs in, the SSO 
Connector sends a unique key to the client that will 
finally decrypt the user's data.



For full details, please visit our setup guide at 

https://support.dashlane.com/hc/
articles/360013149040-Integrate-Dashlane-with-
your-Identity-Provider-IdP-for-SSO-and-SCIM.




CONFIGURE SINGLE SIGN-ON (SSO)

Configure your account

The Group Sharing feature allows Dashlane 
Business users to easily and efficiently share 
passwords and Secure Notes, making onboarding 
easy and secure. Admins can create groups in the 
Admin Console based on department or company 
needs. Once created, both admins and individual 
users can share information with these groups via 
the app.


To get started, navigate to the Groups tab in the 
Admin Console and create a group. Once a group is 
created, admins can manage members by clicking 
into the group and selecting Add members. Admins 
can also remove users from this view.


A newly added group member will receive a sharing 
invitation in their Dashlane app. Once the invitation 
is accepted, any passwords that are already part of 
the group will be immediately provisioned to the 
user. If a user needs to share a password with 
members of the group, they can navigate to the 
credential in Dashlane, click the share icon, and 
enter the group into the recipients field. Users 
already in the group will receive the new shared 
password immediately without having to accept 
another invitation.


When admins revoke a user from their Dashlane 
Business plan, any passwords that user had shared 
with a group will remain, as long as there is at least 
one user with full rights to the password. The 
revoked user will lose access to the groups and 
passwords shared.

Manage Sharing Groups



Dashlane’s Active Directory (AD) integration 

automatically provisions (and optionally de-

provisions) users and groups to your Dashlane 

Business plan. When enabled, your Dashlane 

Business plan’s members will mirror the users in the 

Active Directory Group(s) you select to sync.


For full details, please visit our setup guide at 

https://support.dashlane.com/hc/

articles/36001314..

Active Directory

There are times when Dashlane’s browser extension 

attempts to fill in a user’s personal information when 

it isn’t appropriate. Users can disable Dashlane from 

filling logins and forms for sites by navigating to the 

site, opening the Dashlane browser extension and 

navigating to the This website tab. Admins can 

disable auto-login and autofill on websites 

company-wide by entering them in this field.

Disable Auto-login and Autofill 
on Websites
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Power & Protect Your Business

Configure your account

Dashlane’s MSI package allows admins of 

Windows-based environments to deploy the 

Dashlane app to multiple users’ computers from a 

single point. Our step-by-step deployment 

documentation teaches admins how to deploy the 

Dashlane Windows client via GPO or SCCM


For full details, please visit our setup guide at 

dashlane.com/business/features/deployment.

MSI Package
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The Dashlane web app

Access your secure data from the left-side navigation panel of the web app. Here, you’ll find your 
Passwords, Secure Notes, and Digital Wallet. You'll also be able to share Secure Notes and 
passwords to individuals or groups.



Dashlane syncs passwords and other data securely across all your authenticated devices and on 
the web. Depending on your corporate environment and employee personal device policies, you 
should familiarize yourself with the platforms your colleagues will use. 



The first time you log in to Dashlane, you’ll be asked to install the browser extension. The browser 
extension is required for autofill and navigating to the web app (explained in detail on page 8). 

WEB App

Search Dashlane

All Spaces

Logins

Passkeys

Secure Notes

Personal Info

Payments

IDs

Secrets

Sharing Center

Security Tools

Password Health

Dark Web Monitoring

VPN

Collections

Administration

Finances

Marketing

Add new Share View history My account

Name Category Last Used

acer.com
danielle@gmail.com

Tech 3 years ago

adobe.com
danielle@gmail.com

Business 3 weeks ago

airbnb.com
danielle@gmail.com

Travel 6 days ago

dropbox.com
danielle@gmail.com

No category 2 days ago Go to website

americanairlines.com
danielle@gmail.com

Travel 4 months ago

americanexpress.com
danielle@gmail.com

Banking 5 days ago

appannie.com
danielle@gmail.com

Business last year

apple.com
danielle@gmail.com

Tech a few hours ago

asana.com
danielle@gmail.com

Business 2 weeks ago

asos.com
danielle@gmail.com

Shopping 3 months ago

avast.com
danielle@gmail.com

Utilities 6 months ago

avira.com
danielle@gmail.com

Utilities 8 months ago

betterment.com
danielle@gmail.com

Finance 3 weeks ago

airbnb.com

Details Shared access (6)

Login details

Email

danielle@upshift.com

Username

Password

••••••••••••••

2FA token

123 456

Pin

••••

Secret Key

A3-VV2Q4F-8XCA87-G9XVC-CDVSF-TBA6M-S9ECH

Manage custom fields

Website

airbnb.com

4 linked websites Manage linked websites

Note

View history Share Close



Dashlane is available on iOS and Android and 
syncs seamlessly across all your authenticated 
devices, letting you access business and 
personal passwords anywhere. Passwords are 
stored locally on your devices, so you can access 
passwords even when you don’t have an internet 
connection. Quickly find your most recently 
viewed items, or navigate to the Vault tab to see 
everything stored in Dashlane. Accept and view 
shared passwords in the Contacts tab.


iOS users can quickly unlock their Dashlane 
account with a PIN or biometrics and can autofill 
their passwords on most apps on their phone by 
going to Settings > Passwords and Accounts 
> AutoFill Passwords. Enable AutoFill 
Passwords and select Dashlane as 
your credential manager of choice. For optimal 
performance, we highly recommend unselecting 
iCloud Keychain. For faster access to your 
credentials, set up biometrics or a four-digit 
code. 


Android users can also quickly unlock their 
Dashlane account with biometrics. And with 
expanded app login capabilities, users can 
expect to see the Dashlane icon on all app login 
screens or in the Chrome browser. Activate these 
enhanced auto-login features in the settings of 
the Dashlane Android app.

Mobile App

Dashlane • 44 W. 18th St. New York, NY 10011 • dashlane.com 9

Power & Protect Your Business

The Dashlane mobile app

9:41

Spaces

Home
Search all items

All items Logins Secure Notes Payments

Suggested

twitter.com
hello@upshift.com

A

adobe.com
isabelle@upshift.com

asana.com
isabelle@upshift.com

avira.com
isabelle@upshift.com

B

braze.com
isabelle@upshift.com

D

dribbble.com
isabelle@upshift.com

dropbox.com
isabelle@upshift.com

# 
A 
B

C

D

E

F

G

H

I

J

K

L

M

N

O

P

Q

R

S

T

U

V

W

X

Y

Z

Home Notifications Generator Tools Settings



Dashlane’s browser extension is critical to a fast and seamless experience. Available on Chrome, Firefox, 
Safari, and Edge, the extension enables Dashlane to automatically fill in login credentials and personal 
information. At page load, our semantic engine analyzes the page to identify form fields with the 
Dashlane D icon. Click into any field with the Dashlane D icon to autofill information. When creating a 
new account or updating a password, the extension’s Password Generator can even create a complex 
password and automatically save it to your account.  


To navigate to the web app from your extension, click the Dashlane D icon, choose the three dots on the 
right-hand side, and click Open the app.  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Browser Extension

Power & Protect Your Business

Dashlane browser extension

Log in as

hello@upshift.com
dropbox.com

isabelle@upshift.com
dropbox.com

Use a different login



Dashlane’s security features benefit both admins and end users. Most people who aren’t using a credential 
manager use the same or similar passwords for nearly all of their logins, which puts individuals and 
companies at risk. When users begin adding passwords to Dashlane, they have a view into their password 
hygiene for the first time through the Password Health score in their mobile app. Admins also have the 
ability to view the total number of business passwords and last activity times of users from the Admin 
Console.


A company’s overall security score is an aggregate of end users’ scores on a Dashlane Business plan. In a 
perfect world, all users would have a 100% score. We suggest aiming for a 90% overall score with the 
understanding that scores will fluctuate as users are added and removed from your plan and as users add 
passwords into Dashlane. 

Dashlane • 44 W. 18th St. New York, NY 10011 • dashlane.com 11

Reach out to your system administrator, visit 
to search the Help Center, or contact our support team at support@dashlane.com.

support.dashlane.com 

Still have questions about Dashlane?

Power & Protect Your Business

Security Tools & Password Health Score

Search Dashlane

All Spaces

Logins

Logins

Passkeys

Secure Notes

Personal Info

Payments

IDs

Secrets

Sharing Center

Security Tools

Password Health

Dark Web Monitoring

VPN

Collections

Administration

Finances

Password Health My account

Password Health score

86
out of 100

Total

294
Reused

83

Compromised

5
Weak

106

Dashlane tips

Change your at-risk passwords

Your accounts are more secure when you change all passwords that 
are compromised, reused, or weak.

At risk passwords All Compromised Weak Reused Excluded

adobe.com
isabelle@upshift.com

Breached on MM/DD/YYYY

dropbox.com
isabelle@upshift.com

Breached on MM/DD/YYYY

google.com
isabelle@upshift.com

Breached on MM/DD/YYYY

linkedin.com
isabelle@upshift.com

Breached on MM/DD/YYYY

twitter.com
isabelle@upshift.com

Breached on MM/DD/YYYY

airbnb.com
isabelle@upshift.com

Reused 3 times

amazon.com
isabelle@upshift.com

Reused 3 times

expensify.com
isabelle@upshift.com

Reused 3 times

netflix.com
isabelle@upshift.com

Reused 2 times

paypal.com
isabelle@upshift.com

Reused 2 times




