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Company description

Created in 1975, Housing New Mexico is New Mexico's state
housing authority, providing affordable mortgage loans,

down payment help, rental and homelessness assistance,
and funding for housing development across the state.

Industry

Affordable housing financing

Company size

125 employees

o1


https://housingnm.org/

The challenge:
Securing
credentials in
a high-stakes
environment
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As a statewide affordable housing and mortgage financing
organization, Housing New Mexico manages highly sensitive
financial and personal data for thousands of New Mexico
residents. A breach would mean identity theft, monetary loss,
and undue stress for the individuals and families relying on
affordable housing programs.

Thus, protecting credentials is ultimately about protecting
the lives and livelihoods of the people behind the data.

Like many growing organizations, Housing New Mexico
found credential security to be a challenge. Passwords were
often reused, stored unsecurely, or written down, and early
penetration testing made the risk tangible.

“In our first penetration test, people were
able to get domain access in literally less
than 30 minutes.”

Joseph Navarrete, Senior Director of Information Systems
for Housing New Mexico

With 125 employees to secure, the 7-person IT team began
hardening infrastructure and following stronger directory
and password standards.

However, with credentials as a primary attack surface, Housing

New Mexico still needed a powerful way to secure access to
critical systems without slowing employees down.
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The solution:
From password
management to
browser-based
risk visibility
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After seeing Dashlane’s outsized impact as a personal user,
Joseph brought the solution to Housing New Mexico in 2020,
confident in its security-first approach and ease of use.

With Dashlane, the organization ensured every employee had
access to a secure, encrypted vault built on zero-knowledge
architecture, meaning even Dashlane can't access vault data.

The IT team got an intuitive Admin Console, customizable
policies, and tech stack integrations such as SSO, SCIM
provisioning, and SIEM tools. Employees got “a very easy-to-use
product,” according to Joseph, that provides safe, easy access
to their passwords and passkeys, plus seamless autofill
capabilities, Secure Sharing, and a strong password generator.

Deployment was quick and straightforward. The IT team rolled
out Dashlane organization-wide using PDQ Deploy and Group
Policy Objects (GPO) to ensure the browser extension was
installed automatically.

“The process for deployment was pretty easy,” explains Joseph.
“When people logged in, Dashlane was automatically pushed
out to them””

As credential hygiene improved, Housing New Mexico
upgraded to Dashlane Omnix™, an intelligent credential

security platform, to go beyond password management.

Omnix delivers credential risk visibility across the browser for
every single employee, including those who don't use their
vault. With organization-wide dashboards, automated alerts,
and browser-based enforcement, the platform helps security
teams identify and reduce credential-based threats across
the entire threat lifecycle.
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https://www.dashlane.com/omnix

Omnix includes:

e Credential Risk Detection, which provides complete
visibility across the organization and enables IT to uncover
credential risks proactively while responding to threats faster

e Credential Risk Alerts & Notifications, which send smart,
automated notifications that prompt employees to close
critical credential security gaps

e Al Phishing Alerts, which automatically notify employees
of potential phishing attempts in real time before they enter
any data, providing last-mile defense

- ™
2 3 Compromised
credentials
Security alert
. The password you used
is compromised
Phishing alert
Do you trust this website?
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The results:
Stronger security,
better visibility,
and saved time
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Since deploying Dashlane, penetration testers haven't been
able to gain access through credentials, a stark contrast to
earlier tests. Plus, password hygiene has steadily improved,
with the average Password Health score nearing 80 percent
and still trending upward.

Joseph has appreciated the insights into password reuse,
risky behaviors, and where to focus remediation efforts,
stating “l can't solve a problem if | don't know what the
problem is. Omnix has opened our eyes.”

For example, now that his team has visibility into which sites
employees are visiting and what browsers they're using, they
can identify higher-risk employees in need of security training
and support, as well as which sites to block. In addition, the
team can easily report on this risk detection and remediation
to demonstrate progress.

“With Omnix, now we're looking at everything, tracking
everything,” Joseph explains. “We're able to see our risks with
the dashboard and where we need to focus our time.”

The IT team is also saving time and closing security gaps with
Credential Risk Alerts & Notifications. Instead of spending hours
each week manually sending employees reminders to fix at-risk
passwords, the team uses the alerts to automatically notify
employees in real time using the Dashlane browser extension—
no IT effort required.

In addition, Joseph’s team can see how many Credential Risk

Alerts & Notifications are being sent, who is receiving them,
and why.
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“| love the [Credential Risk Alerts &
Notifications] because they give you that
reminder, and they pop up in front of
you and let you know there's something
going on.”’

Joseph Navarreté, Senior Director of Information Systems
for Housing New Mexico

Overall, Omnix has helped reinforce a security-first culture at
Housing New Mexico. Credential security is now embedded
into everyday workflows, efficiently monitored by the IT team,
and supported by leadership.

“‘Dashlane has helped tremendously with the overall culture
of security and awareness,” explains Joseph. “People really
understand that we take security seriously. We've come a
long way from where we were before.”

See for yourself how Omnix delivers complete credential security.
Reqguest a demo
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https://www.dashlane.com/business-password-manager/request-a-demo
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